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Security of source address validation improvement binding table
in software defined network

LI Dong, LU Yu, YU Jun-qing
(Network and Computation Center, Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract: Address assignment mechanisms (AAM) packet validation, binding entry updating and denial of service
(DoS) attack mitigation were considered to improve the safety of IPv6 source address validation improvement
(SAVI) binding table in software defined network (SDN). AAM packet validating table is established in SDN
controller to record switch port, MAC address and host address. AAM packet validation procedure for DHCPv6 and
SLAAC is built, which sends out flow rules for router advertisement (RA) snooping to collect DHCPv6 request/reply
packets and NS/NA packets, and verifies IP address in these packets based on AAM packet validating table. The
monitoring and updating mechanism of binding entries is established to adapt to dynamic network, in order to detect
events such as host offline and IP failure, update binding table in time and ensure consistency between SAVI binding
table and actual network information. The traffic rate limiting table of switch port is set up based on the Openflow
muti-level flow table to defend against DoS attack. Experimental results show that the proposed procedure can
mitigate various attacks which forge AAM packets to break SAVI binding table, update SAVI binding table records

in time and improve AAM packets processing efficiency.
Key words: software defined network; source address validation; binding table; IPv6 security; address assign-
ment
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Tab.1 Processing action of DHCPv6 packets
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Fig.1 Validation procedure of local link address
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Fig.2 Procedure of binding entries updating
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Fig.3 Platform of binding table security testing



EA . BRI MG PR IERT R EAJ]. HIIREFR: TFHKR,

% 8 H

2020, 54(8): 1543-1549. 1547

3.1 AAMEH B WIESD T

g T PEAl IR 7 ZE A I Fh 1 AAM TH 2R AL
B, STy % B SLAAC Hbhlk it & A1 DHCPv6 Hb,
hkfC E L FE AL i bk A (8 i B bk
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B /XT G RIET AW MU 1) XTI
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Tab.2 Types of forged AAM messages

RS Db i E2Em B U

1 Request/Reply P MACHEHE

2 Request/Reply P TAZEINIP bk

3 Decline FRFETATEIRIP ol Sk HoAth EHLIP
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8 NS H Atk HoA APk
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Tab.3 Experimental results of forged AAM packets attack

o SLAAC DHCPv6
FAilEesht  JoiERRE  AIERT R JCIER L
1 fig/ fig/c fig/ 8/
2 e/ G e/ C R/ TC B8/JC
3 e/ e/ C R/ TC B8/JC
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6 e/ e/ C R/ TC B8/JC
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Ui b R A7 2 2 3
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ST FR B SR JOOIR 25 b ik e T
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M M ik A7 AE, A0 E 6 BT R, 1 58 3R g 08 K i
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========{ff fiz========

switchPort: [s1, 1]; MAC:BEBBrER: 88188181, 1P:2edlidbl: c2ee:fffess:1
SwitchPort: [s1, 1]; MAC:2@:@2:00:00:88:01; IP:2801l:dbl::fdos:cd4e:dofa 4186
switchPort: [s1, 1]; MAC:88:08:60: 81y TP:feRA::?ae: i TepR:1
SwilchPorl: [s1, 2]; MACIB0:02:00:00:80:02; IP:2001:dbl: 200 ff:fep:2
switchPort: [s51, 2]; MAC:EG:08:00:00:086:02; TP:20d1:dbl: :83d7:053F:13062:52c3
switchPort: |51, 2]; MAC:BE:0B:80:@a:88:082; 1P:feda: :2ap:tf:fenp: 2
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Fig.4 Original records in binding table
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Fig.5 Log of binding entries updating
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Fig.6 Updated binding entries
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Fig.7 Results of scheme with no traffic rate limit
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Fig.8 Results of scheme with traffic rate limit on switch
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Fig.9 Results of scheme with traffic rate limit on switch port
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